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Benetits and Risks of Artificial Intelligence
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‘ \ =%
.6 ¥ IOT e 1::3 1
rTe® .. - LLM-Based Gen Al >
G s -@ d o P To 2
N - Distributed Al / Edge Al > o
| g
— k Automated Al / Autonomous Al > =]
; -e LD 3
e N .
—<3 3 Perceptive Al / Sensor-Integrated Al > §
) Commercial Al g > ®
e Internet Al “ii >
- 2010 2013 2015 2018 2020-2022 2023 2024 Source : ITRI/ISTI ¢ !1;R’r| ::::

BRI « THBCERHEIER AT
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Global Generative Al market is projected to reach $21 Billionin 2024 and $137

Billion by 2030, with a CAGR of 36.7%

* North America is Each region's CAGR Asia-Pacific region will be
currently the largest exceeds 30% i
gl — the fastest-growing
31.3% /' market, based on:
NORTH AMERICA % 37.1% .
o aas s B * A complete HW supply chain
@ 35.3% g
g * Low-cost manufacturing
R P CA * Ability to quickly produce
8.0% emerging products
LATIN AMERICA % 36.3%
3.9% * Diverse use cases
% 30.4% .
* Rich Al talent and data
Source : MarketandMarket Source : [TRI/ISTI

MARKET SHARE (2024) Q CAGR (2024-2030)

* Developing region-specific language models to cater to the diverse linguistic landscape
BRIFIE © MarketsandMarkets : _LAFBEERHE R AT
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Risks : Six Technical Challenges in Al

B Al Black Box B Adversarial Attack B Deepfake

‘ I A
- |
i

- Untransparent

A
> & 5 gEL
b @ 1
S h
% 1
‘%8
B Do
. e
a
‘ \

J = Bypass safeguards

ISTI Source: These images were generated by Al;ITRI/ISTI

BRI - TIABTERHBEEE AT

=~ E A LR S 3R« /AT IR
FRR 7S 84 g Pk ik
B AT TR E R (e s b > R
AT SRR A ~ 8 A BRGA S8 AN TR Bl ~ 7 5K
MR 2 B > th i B DUT 38 Se R il i RE s HR B
HATREERCAE A ~ R ~ FEZE ~ L BIREFE S
AN g R JEL e B B TS 2 A% o [RIIRE > e fR
HERY A BE AR » 38 SEH I ] RE sl Bk th 2 A\ TR &
B BIET 2R b R BB Er B o T B s - Bl
IIRTANE
1.AIZ2ZEF(Al Black Box)

B N LR ERFF BE B e RIS o ATRIAY Y E
VEARRE TS R B - R 2 R B A S (Deep
Neural Networks, DNN) » & K & 2 8F1% g (f
RS o i S 1 e e DA B > R ATER I E
A1 B B R A B R P B B - 4R R R U R XA
AR NI SR A > N BRI R ATR R
AR > FLRRZ B B AT AR o H Al SRR AT
A Il 5% ] i FEAT(Explainable AT, XAT)$fli ik

s A\

———
"

System decay

FHE > UK AMEEAI(Trustworthy AT)HE il k5 &
Lo WA e B3 N TR E 215 > geiaml
WiFEE & T EAIFTE B BN EE - BREATAEEN
AI(Responsible AI) » JEF|A TR ZRYalEMWIE ~ 7]
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2. E341 I E8 (Adversarial Attacks)

B B AE N T 2R h AT Y B A #2224
PERTRE o 37 @i A S AR ny g SRR - FanE {4 -
FEEBOUARSE - IS EREE LSBT K
B A T 7 B I M8 R i ER R AR 5 G A TSR AR B
AU I T S5 RIS SR > SO R 25 I ) R i
J1 o BRI B A B 2 ~ BRI SRR E Bl
BB = B FH Y e e VR R B
3. R EBiE (Deepfakes)

P ERAERAANTHEZRINEY -
"Deepfakes"/&H"Deep Learning"Fl"Fake" & LAY
JESCFE o H B AE BUE PIEES (Generative
Adversarial Networks, GANs) ¥ EEE WA » &
s B BN - dBE s TR E R A
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6.18 8 55;&(Model Collapse)

thiER TEUR{E(Mode Collapse)l » BL/@7
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Ao B @A o H @ ARTEATE B P A2 il 8
BEaERLEIT AR - bR 7B 2 (Underfitting)
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ER AT A GE MW Rk - K] i 25462 sl [R) E LY
P9 S i B S  A TE A A TR R A AR B AR
HE SRR R ~ R Bt B AR BT RN

A o HATECIBCH R AR DR IS B IR 6 BR RS &
A BB TR G ANRR ~ BhiEse @ B E BRI 2 H
AR~ BB AL - R IA
fEPRATRBIRER E L -

U~ AT A 5% 155 1 35 )€ /5 17 © LA Human-in-
the-Loop 3354224

AT 2 X BRI ER SR RO AL
TGRS AT BRI — 8 53 o IREH BB X R BT LA 26
1B~ 3% 0 B 5 5 AT AP T B B A AF o AT X
T AMEAERER A aE =g SRBAT -
1.Human-in-the-Loop : AT A (/2 H B A\ SR
DR A AN BB AT R ATSE 2 By
HE > AT R LEER o B M EEMER > ATHE
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2.Human-Over-the-Loop : AKHA 1] JHTEATEIT IR
oo SFF ANBAEATB T BLE S5 IRE > thRe

3.Human-Out-Of-the-Loop : FHAIFERIRIEK  ATHL
TR > T A NEEE » HATSE ¥ »
NFEARE S A AT SR o

TEATA B RAERRIL T » & 77 % AN TR &
B EAG oA A ATR RS # J2 o RIS TEATL
AR > iR E R E ~ EEER
iXat o BUT N FRPESE BB AT REIE IR B A R Y
i A AR EE - EEEEAL R ~ BBIACRGE - Jmlbaisk
B - L EFEH TAl{EEALY BYHly BL e P
PRI o H A2 BRE B 220 O FRmR $HH#E AT ~ JEAAT
OB AT R IR o BORETT AT B 77 LART &
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BT B H TS AR AL PO 38 @i
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Trustworthy Al:
The Foundation for Human-Al Collaboration

—  Human-In-the-Loop

Humans dominate decision-making
and fully control Al, and Al assists

Human-Over-the-Loop

humans

Human oversight of the Al, ensuring
coordination and intervening when

<

~ Human-Out-Of-the-Loop

necessary

Al operates entirely autonomously

Understand Al

Understand how Al systems Establishing ethical

operate, learn, make
decisions, and evolve

Maintain Al

guidelines when training Al

TrusWJorthy Al | |

Stable Al Optimize Al

Detect Al bias
and improve Al

Monitor and
detect Al errors

ISTI Source : A Proposed Model Al Governance Framework, PDPC, Singapore ; pwc ; DAPRA ; ITRI/ISTI s

BRI ¢ A Proposed Model AT Governance Framework, PDPC, Singapore 5 pwe : DAPRA ; Tfifffe/a fRHEIFE Ay

BEAGRIE T & R AR > DIREIGE & (1) R /7 fit -
3ABEATL « B (I ATSERR o REXRIUAL (EHE ik
BAPAALRI » MREHERE B F AMBEEL = Z
NRERET ~ B8~ (RIUBERL -
4 BALAT : BIATRZ2 M Z AT o HoiM LA
AR o B R BB O i 22 - REBRAEATTEM ~ Ut
PR ~ PREGERE ~ JEISHT R

T~ SR

1. 8EAHATIEENELZHTFE @ BHLEIEZAI
EREE

BTN TR R B A T e M H R AR
I~ HIEREE s TAFRM A E G - AT LA
RE B A T3 [F] 157 15 115 /2 0 B B RE  BRTE R 60 ~ 52
iR A THERER - MHEALLFREE - 25
B {F o AT LATH RAE » (RSt G i M AT T
Ho Wi TRATRREEL A EE » T REATA REZ H
AT o R E 18 AT G OIS RERR B8 A (5] {6 FH R
A IS N %at > SR L EE A E S hOn
AT AR T ECRAE ©

2. "EEAUL, - TAIEE(, Bl "TAFEERIL,

AR B AT % 58 A ATRIBT Ay T 3
Ak » SEAE BAD E SRR TALER) - 4
AL RATHIEE TATRRAb ) RERAIRE » k2
2 B B RS 2 i 2R R N T R s J
JE1S R B O S AR5 ~ T — Ao & th BB
MEIAN TEELGER TIF s A0E5mE - K EMAL
everywhere !
3E—LEEBAIBEAIERM - LRBEFE#MHBAI

15 E B R

AL SRR B BT e i ERIBRRR T RRE &
T 52 77 26 H I ATEAFT Bl - BT AT 54
SBIRAT ~ EAAT ~ EEEAGR - % BRI
ATREE NS85 > @Gl e P HESHREE
SR IE ATHE 9l B8 - 1408 SRAR DD AE LR &LRE ~ 5
AR AL ~ 05 AR BEGE (E R I 2 8k FOE
AREl ~ ATHTHSHEE AT ~ LA BES 77 AR Multi-
Modal ATIAIZ - [
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